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Ceedo Client Management System (CCMS)

The Ceedo Client Management System (CCMS) is the back-end solution for managing
Ceedo Enterprise clients. It enables an enterprise to continue to manage and update
corporate resources after they have been deployed to the field. CCMS makes the job of
delivering and continuously maintaining a secure, portable computing environment for
company employees or subcontractors, easy and cost-effective.
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Ceedo Client Lifecycle

CCMS addresses each of the stages of the client-image lifecycle; from initial creation
and deployment through on-going remote management. The Ceedo lifecycle is as follows:

1. Creation & Provisioning
e Creation of basic Ceedo images containing the desired enterprise applications

e Configuration of each image, including: application configuration, Ul settings,
update options, usage limitations, and “user group” associations (i.e., finance
department, sales department, etc.)

2. Deployment

e Images are uploaded to a distribution server where they can be linked to a web
page for self-service installation, or loaded onto a user PC using a logon script

e Images can also be loaded onto USB drives for distribution to users, and then run
directly from these drives

3. Management (update clients in the field)
Once in the field, the Ceedo clients can be managed / updated with the following options:
o Update the Ceedo client software
e Update installed applications on Ceedo clients

¢ Install new applications on Ceedo clients
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e Remove applications from Ceedo clients
e Change client settings

¢ Add/remove files and settings within Ceedo client list

Image Creation, Provisioning & Deployment
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4. Retirement

Once a client group is no longer used, the client can be updated to delete unused
applications and data so that software licenses can be reclaimed.

The following sections detail the processes listed above.
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Image Creation and Provisioning

The initial base client image is created by modifying a Ceedo base image. Applications are
installed directly to the client image using standard installation methods. Once the installation of
the desired applications is complete, the IT administrator configures the image settings using the
Ceedo Management System. Here, settings can be applied to the client environment to prepare it
for deployment.

Ceedo Client Settings Determine:
e Options that employees can configure
e Customized Ul elements viewable in final images

e Ul used - whether the Ceedo client seamlessly integrates into the Windows Ul or
uses the Ceedo client Ul

e Welcome screen

e Server location - checking for client updates and the frequency that client will
check for updates
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Deployment Options

A Ceedo base image is used for large-scale deployments. The base image can be
deployed by copying it to several PCs or alternatively, deployed to devices by the IT
department or by a device manufacturer on behalf of the IT department.

An install pack is an executable that enables employees to independently install the
Ceedo image to a PC or device (local hard disk or USB drive). Install packs may be
stored in a shared file area or on an internal website ready for self service deployment.
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Remote Image Management

After the images are deployed, clients in the field can be updated and managed remotely.
Each client checks for updates from a corporate web server according to a pre-configured
update policy. When updates are available, the client updates itself, its applications and its
settings. The IT administrator has the ability to change and enforce corporate use policies
remotely, and can push applications and updates to clients in the field.

Update packages are created and signed using the Update Deployment Manager to control
applications, application settings, and Ceedo client settings. Items can be set using standard
application installation methods or by setting specific registry keys for each application.

The following items can be updated:

Ceedo software
Installed applications
Installation/removal of new applications

Changes to the Ceedo client settings

Addition/removal of files within the Ceedo clients
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Once update packages are created, deploying them simply requires uploading the packages to
the update web server; the Ceedo clients automatically do the rest. Ceedo clients check
for new updates, and if outdated, select the appropriate update packages and install them.
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CCMS Architecture

CCMS includes the components illustrated in the diagram below, which together provide a
centralized remote management system for Ceedo clients.
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CCMS Console — CCMS Console is an MMC (Microsoft Management Console) application used
for carrying out management tasks. The console can be installed separately from all other
components, and requires access to both the CCMS Database and the CCMS server.

CCMS Database — CCMS database contains all information required to manage the Ceedo
clients and resources. The database can be hosted on a Microsoft SQL server or Microsoft SQL
Express Server.

CCMS Server — CCMS server is a standard HTTP server providing updates to the managed
Ceedo clients. An IT organization can make use of several CCMS servers to manage different
sets of Ceedo clients depending on their IT topology and security measures.

Ceedo Client — Ceedo client is used by the end users to run the virtual applications workspace

from a host PC, portable drive or external storage device. The Ceedo client is managed by
CCMS, receiving applications, application updates and platform updates from the CCMS server.
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CCMS Usage Options

Ceedo Management System can be deployed in various use cases. Here are a few common
ones:

= Service Provider —in this option, a service provider sells IT services (applications) to
organizations and uses CCMS to manage them. CCMS is installed at the service provider
premises and used to manage the clients in the field.

= Enterprise Customer - in this option a business deploys CCMS internally and uses

Ceedo to deploy application workspaces to employees. CCMS is deployed by IT in their
network with CCMS server residing in the DMZ.
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