
 

 

Ceedo for Citrix® 

Deploy plug-and-play, sand-boxed workspaces with Citrix 
Receiver, Public Key middleware, an independent browser, and 
policies - hosted on Two Factor Authentication devices. 
 

Organizations that use Citrix XenApp or XenDesktop, often provide their employees with 

the ability to access their Citrix applications from unmanaged computers using Citrix 

Receiver. However, ensuring a consistent security level beyond organizational boundaries 

also compels IT departments to deploy Public Key Identification (PKI) solutions for 

Certificate-Based Two Factor Authentication (CBA/2FA) using either smartcard chips on 

USB devices and sometimes in pure software mode. 

Once all the different solutions are in place, it is usually left up to the end-users to install 

all the various components on their unmanaged PCs. The required components include: 

the Citrix Receiver, 2FA/PKI middleware, adding a self-signed certificate to the browser, 

and additional plug-ins such as VPN SSL add-ons that might be used by the organizational 

portal (such as specific .Net Framework and Java versions). 

Installing and configuring all the different components might prove to be a daunting task, 

especially for non-savvy users, incurring high help-desk costs, management overhead, and 

an endless list of potential software conflicts, security risks, data leakage, and more. 

Using Ceedo for Citrix, IT departments can offer a centrally-managed self-contained 

workspace, hosted on a Two-Factor Authentication device or USB portable drive, with a 

pre-configured sandboxed environment, that includes all the different components and 

applications in a ready-to-run mode, requiring zero installation, free of potential conflicts, 

and without requiring any additional effort from the user. 

 

 

 

 

 

 

 

 

 

Benefits 
 

Self-Contained 

A complete workspace 

including the Receiver, 

a sandboxed browser, 

configurations, 

plug-ins and 

additional software. 

 

Plug-and-Play 

Runs entirely from the 

portable device with 

nothing installed on 

the PC – just plug and 

play! 

 

Strong Authentication 

Integrates seamlessly 

with hardware-based 

CBA-2FA PKI devices. 

 

Data Security 

Hosted in a read-only 

partition, preventing 

tampering and data 

leakage. 

 

Zero Footprint 

Data and applications 

remain on the device. 

When unplugged, 

everything shuts down 

automatically, leaving 

no trace on the host 

PC. 

 

Central Management 

Includes a complete 

suite for remote 

provisioning, updating 

and web-based user 

management. 

 Visit our website at www.ceedo.comto learn more and get an evaluation version. 

Or contact our sales team: sales@ceedo.com | +972-7-322-322-00. 
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